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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a digital 
evidence camera system where evidence capability 
of a digital image is enhanced and an encrypted key 
is managed at a very high security level. 
SOLUTION: The digital evidence camera system 
detects falsified image data obtained by 
photographing an object with a camera and consists 
of a camera section 50-1 provided with an image 
pickup means 60 that photographs an object and with 
a MAC generating section 1 1 that generates 
falsification detection data (MAC) from image data by 
photographing by using a secret key set in advance 
and of a falsification check device 101 that uses a 
public key corresponding to the secret key to decode 
the data MAC and checks whether or not the image data are falsified based on the 
decoding result. 
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mmy'—S' <^5Ma«r^»i-r « x ^ /HEaa a p« ^ -> x -r 
»¥<**Si»-r*fc«>©tii»si5fc, 

*^ P) * 5 c *iltSi t -r S X ^Jf ;i/|iatt* ^ ->x X 
iB^x - <DKK*«J59J-r S fi^ 9 ;HI»a* p< ^ :^ -r 

c:nc,tot-F*^e>^*< fct> iocDmM£o^-F*a 

SJ-rsfciftco*- KS*?gP*Wrsc: 4:*«fai:-rs-r 

5^ ^» ;HI8!i A ^ ^ X 7^ 

««iAfcffl^{k8i-9— /^f:. 

re^ 1 ofi^fbsi^rieti-r^s^fhiafiBtigei:, 



^fiSx./cS^{ba3J»gPi;> 
*>e.%^c:f:^1t@i:-r2.S^{bai2» • gS->X7^ 

fc^#{baic«js-r s«^<ba«rfflv^T«^{b-r^ 1 1 

m'r—itt. «r tttSf-r 5 C i: J: •? B»7*- ^» ©5!tfil^«S 
WffiBg^fbai: fiS'JOHg^fba^rfflv^Tm 2 ©3c 

[000 1] 

B«i^«'>X-ri»»cK-rSo 

coo 0 2] 

/HbiciWf, 3e-LTfc*{bLfti/\ 3ieiHiiB*<g 
Mtl^^mt^& 5 •? c: fc tt, -:^FT-tf«rt^*SSic 

[0003] C (Oy'i^^lVmmib ;>t ^^rUS^fSrc* 
i:%5 2ooa*'ffli>e,n5, loti, ^^{bofcfe© 



(3) 



1 1 -308 564 



[0 0 0 4] 3fefii«l»]©:^}i«s j^flfflOT', $-r5\fm<D 

— • ^'■-CS^x;^ h (Message Digest, i^lT. MD) 

CO 0 0 5] ^lcrtai*nfcMD«:|gffiii;&ffll->T^# 
■ftbx Cltl%^>y-b— S^SSE^OIessage Authenticatio 

n Code, feiT, MAC) i:LT. ^ir^) t 20 

CO 0 0 6] S^iffl'Jtix :tU->*-^;i/f='-^fA^&a^tiT 

MD* i:*^-a-r«*^ifd*^*iH'<5o fcU 
;l'X-^*^^3#t,toTKH2nfci:LT'L, ^3# 30 

AC^fPfiKT-#-r, MDtMD" i:aS*Sfiii:^5o 
CiniCjCoT, :tU2^-^;l'7'-i'*^^3«fCJ:oT3ta 

CO 0 0 7] 

CO 0 0 8] $fc, ilia©*|^tcti-r-^'cDl4M±, 
-^'ffiiffi^iH^^ D ai b> ^-v 3 vcojf Azotes 

§HO J: 3 ft tB«x- i» <DltK±<g«ftilS**<-«n? * ft so 



CO 0 0 9] *^B^(iil<0J;3ftlS®l::SaLTft^n 
Co 0 1 0] 

csis*»9i-rsfc«><o#s] ±fH©aw*^fig-r5fc 

coo 1 1] m2<0^mii. it}y^'7lc^*)W¥» 

^5Slffl«l»Ig|5'^«g2l * n S X- K J* -r 5 Bg#{ 

fi^ft^-fe^^iiT^r-Ki:. m^SA^Lx-a^^ra^x- 

flftA^-e-ftv^T-iimoaK^ffft 3 Kt^&w 

coo 1 2] $fc, m3<o^w«, «^fbais?» • Sis 
{cj^jCLT^fig^ti/iM 1 (D^^fbatcj^rc-rs^ i to 

S#fbai:*S*>-^TlBtfrsS^{bSliB«g|5i:, tuIB 

m 1 ©^^fbafcBa-rsestffl^Jofflr'-^'^szoBg^ 

fb8l^ffli.^Tf^fi!tL, c:<D3(H^^ffl-r-^'i:BiJfB^l 
o^^{bai:**t>-«tTm;'3-r«^^fbatB:^SI5i:, * 
«i^fc«^<bS|-9--/^i:, 8ufB«^<ba-9--'^*^6iHl 
#®^*^LT«J^Ufc«5l5S 1 ofi#<ba«iBifrs 

'^^fbsaiBtisPi:, BWBm2 0Bg#<bati:«/s-rs^2 

o^^lbM^fflt^T, jHi#a««-:n-bTS(ife«^<ba 
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[0 0 13] S/i. m4(DHmii. iii^T^-^'O^fi* 
4: Bul2Si»x- t «rJt«-r « c 1 1:: J; O S^t'- <0 
[0 0 14] 20 

tc^ § -r ^5? ^maa* ^< ^ -> x i*©«fiK*5^-r 0 •t?$> 

0, x-:^^';HISa*;'« ^ 1 0 0 i:efeK^g^« 1 0 1 i: 

*^e.«^sn5o •rv'^^maB*;^^ 1 ooco^^^as 

5 0- Hi, ffiKUvXlts Ji»SR^^2fc. tii|i%3 

®6o«r«-rs. a»^>Xl*/^LT AWL 

- « t C T i® ^«5^g|5 7 ic ^ n « o 
[0 0 1 53 iS®;'?*'; 6tc|B1t^nTV^S®^'x-^f 
«7r'f';l/7*— v<y hS»g|58tCi31/'>T, JPEG. 
T I F ¥^^<DWM<Dmmy:i—-^'y hfC^^^tlSo 

nfc7r>l';l'7*— v«y h*^f^fiE?nS (02© 
(A) ) o -^tcMDfffiRgP9T*f±. a»x-^ffcSV-»a 40 

(02© (B) ) o MACfPfigSPl 1T*«, iffiSB 

s><^-u 1 ota&e*-'i;i6iBis*n/c:5Ke6aKpriv.te 

*ffll/^TMD*^^fk-r«Ci:tc.J;DMAC 
*ff«-rs (H2© (C) ) o -^t, 'N>y^'"tB®Si51 1 
T-«, f^ScbfcMAC*li«5'N-y^'">f{C«»4-r«. (02 
© (D) ) o ^y-fU V^^'lfSSPl 3T'{4C©<fc^fcL 

•rS7r-i';i'gS*fT3<, 50 



[0 0 16] c©*5!6:ffl«:7ri';i/*<l5ti«f**iJffliep 
1 5©IPJfflilc<J;0gS{^Lolt64|B1iiS{*l TtcfBtS^n 

[0 0 17] f^ib^, 3iia«i««fi 1 0 1 tc^g^n 

fcfB1i«li*i 7lJ:|31i«nTV>SiB»7r'f7Hi. IB® 

j^i^fflffiigp 1 8 ©sijemc <fe 0 7 r > ^^wsas i 9 

gP2 4©SiJffll{ci:t)jl#lHl«a2 S^rn-LT^r^rU^i^ 

gaaJi 9'Ni:jiSP.nSo y7-fv>ifmmBii 9t- 

Ci, il^7r'i';b*^MACi:BIS-r— (c:©®^^'- 
^iClt, il^X— ^'•f-©fc©©ffiJC, J P E G-S>T I F 
F^©'N-y^-1t«*^J&Tt>J:V>) tlc^MSSti, M 

gP2 2icA:^»^nSo 

[0 0 18] m^{bgP2 1 -ptti^gaa;^*'; 2 0 t^p, 

*^Cii>fBti*nTV>S4>lflaKi*iic iijyi'y) 
TMAC;Sr«^ft;-r^c:i:icj:t)MD i^i^-r^o c 
©i^FjgSKpubite (A;><5) i:flulBL/-c«}5EaK 

^Zi:^SaT'feSo — 73x MDf^fiegP2 2T-«X:^$ 
nfcBi^T'- 6 / N >y n. KSc* if ©m^©S8»«rffl 
V^TMD 2^5tfiE-rSo ^ICs Jt®— S[gB2 3-etiMD 
1 tMD 2 i:*lt«bTM«*<-SSCL«:*^ofc«^fi:tt 

T-oi/t/^m 3 <fe 0 ?sa9*nrc4:ipM-r « c t 

[0 0 19] ±fBbfc^l|l«iJg<JSteJ:n«> S»x- 
^ ^ * ^ ©Bg^<ba*ffl v>T5!fi8«l»Iffl7'- 

(MAC) ^f^fiEL. ccD^&.mmmf-'S'^mmyT 

Cjf^. 5^^i:SnTi,^/'cx5^^';l'H»©SE8ttt6:^)«:JS5 
[0 0 2 0] Sfc. e!i:Ktta]fflT'-;S"&fffi2f SrcJ6© 

x-^»«rf^j3t-r5/c:46©Bg^ftaitt, feSft^UftAjJ^^ 

[00 2 1] ^AK:^^B^(om2mmmWit\^r. «a© 

ov^TiftR3-r«o CC-e». *;<^{;:t(T©»at-K 
©a*?ttl«6*<iSASiii:-p. *p{^©ffi^BWK:<SUte 

ma©«fig%gssT*$5o ccT-sa*-Ki:{i, -t* 

iU7^^««6«:fl^A^^i■%v^5i^©aK^~^^ ffl^b/c 

H«7 T ^';I/^c5!tffl«l3II•r-^'^r^!f#■r•53aaig«^:- 
^^ Sfc, g|gLfc^K©«f^«i1S«*Si»7ri';l/K: 
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mmy r ■< ^i/^i? o n l Rrft6^is«!«<*ic«?? -r s Ji 

[00 2 23 WT, 0 3*#MLT*6fci¥iffllciJi^-r 
03»Ci3l,-'T01 til— ©#gSS#«:«-r^fc©{i 

*^-7gP5 0-2A>e)^S-ri^^';HES!l:>!7^-7 1 0 2tC 
:teV^T, KS»?gP3 1 T'±feL/-c^^aco^r 10 

- Ko d -5 p>ma©*- K^rS^-r -5 C i: *<T-# ;So 
CO 0 2 3] mtf, K*SS?bfei:*fi: 

«^ «»#e6 Ofcit)tt^»«:ffi^LT»P>tl/cS^ 

CO 0 2 4 J $fc. S^SA^Lt- K*a«?Lfc*i^U: 
^S*^Lf^fiK8P3 0 tA:'3^nTSKffilSv'-^tm? 

CO 0 2 5] e!tfflB5±t-K%a«3Lfe^-&Jc 
a, 02*#KgLTltieL/c::^ffiT"N-y^^jCMA C*V>f 

Co 0 2 6] Sfc, 5Jcffl«35J*- K*^S#?*t\fcJi^fC 
a, te«!«f* 1 7 fe5VMi31^|o]i^ 1 6 ^/TLT^I-SPS 30 

s (PC, ajcffl«isii«%H) *^p.S{^^nT7r'<«j 

>i^SaSi5i 3fc;j||P)nfciS»7r-i';l/lCjl^-r2)*S© 

ia^-r-^'{±MACi:jlj^-r-^fi:lc5i'J5t*n, ffl^-r 

- {± 7 r f U > i^lfSge*> P. M D figgP 3 3 tc * 
MAC«S^{bgP3 4tCA:^?n5o MDf^«gP3 

3 T-{± ^ nfcH^T^- ^ e> ^ N v' :z MIS* Horn 

«4>BSaytU 3 5li:IS1tSnTl/-'S4;^B8aK 

pubit ^fflVTMD* ^^JSg-rSo i±t2-SC 40 

g|53 2aMDi:MD' i:*tfctJLT-Sfr-5 A^S*^**!] 

Co 0 2 7] $/-c. -b=^^a.T€— K{iBi®-r-^?:feti 
%^t*a^^rU 3 7fC|g1i$4aTV>S«*S*fflV''TBg 



i7tcs^jisns„ 

CO 0 2 8] Sfc, -t^^o-T^r- K«S<i!Hli^?:^>LT 

tea, 7r>ru>ymaspi 3*>e>B»x-**<M»w 

?nT^^{tgi5 3 et^AtisnSo Bt^{bgp3 edco 
ia^x-^^««a>{*u 3 7 iciBit«nTv>s«#a 

1 4copmi,c^i)mm^m\ e^/rLx^sPS® (p 

Co 0 2 9] ±tiLrzm2mmmmiciitii£. m^i£. 

X-^-yyiS»*as«F»c{4/-v;l/^~Kl?aKb, BE 
CO 0 3 0] JWTfcH 4%#!!SbT*5IBi<0^3llfif6JK 

@ 1 (DmmwtmRum 3 hcd^^^t^bslt 

fe«o A;<-7a55 0-3^*f 5-ri?^f;l/iE8!l*;^-7 1 

0 3^c^3v^T^ m^^me oic^^TW^Hi^mm-r?) 

c i: t J: o T» 6 nfea^x- ttH»>« U 6 JcfieU 
StiSo 6*^P>ia^■r-^f)^)^7r'1';^7*— 
v•y h^^gP8{cBi*ittj^nT, JPEG, TIFF* 

t> , B^T*- ^ic^y ^tt^co X- *M>f Ap* nfc y r 

-Y;l/7*-V-y h*<fFfiE^n5 (05£O (A) ) <, 
CO 0 3 1 ] Iridic, 1 C*- K*JfflIgP4 1 oMfflU;:^ 
D*?«5SP5 0-3lcS«SnfcfflASiIfflI C7!7-K 
4 0*>p><@A^BEffl©tf«A^S!*'tB^nT:7r'i';i'7:i- 

1f«*^05© (B) »c5^-r«J:5»CieS*tl«. 'XKMD 

A^IiEffl -r- ^ (c5\f b T / N >y i BBS* ^ OBt^cdHSj 

(c) ) „ MACf^jSgpi mmmy^^ev 
1 0{c^e.*^i:i6i2li^nfc«5ffiaKprh«« 

7) ^ffll/^TMD^r^^fk-rSCttCiDMAC^rf^)* 

■rs (D) ) o ^yiffmsai zvit. mm^ 
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[00323 c<D<fc-5*®»7ri' ;l/7b^f2tijK<*SiJ23iSP 
Co 0 3 33 fftte-fe^ 5Ma«*iSll 1 0 4 lc«««ti 

iittsijffligis 1 8 (ommic * 0 7 r I' u > ^^maas i 9 ic 

J P EG-^T I F F#<D'N-y^''1S«*-&feTfeJ: 
^{kaJ2 ncA:^J*n. MAC«r^i6SOlCig.S*x- 

iniMD{tm&i2 2icxt)f^n^o •s^icMAmLm'f 

CO 0 3 4] m^itS^2 1 Z'li{i>mm:^^V 2 Otc^P, 

*^i:i6f2ti5nTv>.g.i^gflaKpubiic 

TMAC*tt^{trSCt»C.fcOMD i*^^-r5o — 

7?. MDf^jSg|52 2T*{iX:^^n/c:B^7'-^'A^e»'^>y 20 

a §€St:5: if <DmS(DMS!t^ffl 1/ M D 2 ^3fefig-r So 
^tc, lttS[— iKSI52 3-e{4MD 1 tMD 2 t^tmVX 

[0 0 3 53 $rc. fiA1iffi6t*^UiLgP4 2T'{ifflA^ 

[0 0 3 63 ±SLfe^3^S6?g®fuJ;nffs HISt*- 

fflAKEfflOlf Si: UT. iii»x-^i:{lAKIIffl-r- • 
T*, Si»7'-^»<D3tffli:SK#©fflASiIfflx-3'0?i{ 

s«r^aiT-t5o a^#ofiASSEffl7^-ar*^stst$n 

[00 3 73 WTt^^B^coS 4 IISSJBSI*iliB^-r So 40 

5 0-4«:*-rSxi^^f;l/Iia!i*:><5>'XxA 1 0 5Ji: 
^v>T, ffllR¥® 6 0 ic * o T«^(**ffi{R-r S c: i: t 

h^»a58K|g*^tBSnT. JPEG. T I F F^ifO 



10 

h*^f^«^n5 (07© (A) ) o ^{CMDff 

•y S^aMSfc^ifom^tOBaS^fflVTMD 1 feSV'liM 
D2 (H7 0 (B) , (B) • ) *^«r«o COMD 
1 i:MD 2 i:aiw)— Ot<OT?&oTfe<}:V>o MD 1 fiM 
ACf^^gPl ncA:tl«nSo MACf^^gPl 1T'{±%B 

sa^^u 1 0fcfee,*^i:i6iHissnrv^ss5flgaK 

pr^^te (A^v) ^ffll^TM A C ^ttW LTM A C 1 
^fP^-rS (@7<0 (C) ) o ClOMACUi'N-y^'lB 

^gpi 2{C3ge>nSo 

[00383 — MD2»4I C*-K*JffllgP4 l^r:/)- 
LT. A^^SPS 0 -4KSS$nfc:<lA^iiEffl I C* 
- K 4 0 • lcA±)*nSo fflA^SEffl I C *- K 4 0 ' 

private ( I C A-K) ^ffiV^TMD 2«rBg^{l:LTM 
ACZ^fP^fS (S7£D (C) • ) o il<DMAC2 
fi. I C F*!lffllgB 4 1 */^LT■^•y ^IBSgP 1 2 

CO 0 3 93 •^-y^'tH^SBl 2-pti. Hj^'N-y ^''tf fc, 
®®'\-y^^1fffi©-r— ^Tfcin^T. MAC 1 tMAC 2 

(D) fc5^-rj:^^H^7:t— v>y hT-7r^'U>i^ 

C00403 CcDJ:3 'SB® 7 y ^I/A^IBtt^flcSllffllgp 

1 5 ©iiJIBiti: J: 0 Bin U Rlt6*:l21i«f* 1 7 icfHIS* ti 

[004 13 ■rtS:t>*>. SffltftiESB 1 0 otcgig^n 

1 8 (ommic * »? 7 r f u > ysagp i 9 tc 

[0 0 4 23 ^r-i'Ui'i^SgPl 9-e{4, Blfe^T'T 
;l/*^MACK MA C 2 4:H»x— :Sr (CCDB^-r— 
tea. H®7'-^»-?-Ot>©OftSfC, J P E G'^T I F F 
^0'^.y^r-1fai*^^6T^,J:v^) kCiJ-JiSn, MA 

c 1 iimmts^2 1 - 1 icxti-^tx, mm'f—S'itMD 
i'f^ssi2 2 - 1 icxtjt£ti^o mmt^2 1 - 1 -eti^ 
Ba8i>f^-';2o' ^ca&e.*^c^6lBti^^aTv^s^^p^aK 

i>d>iic (* ;^ *fflV">TM A C 1 *S^fb-r « C K 
iOMD 1 *^^-rSo ^BflaKpubiic (*^^) 
SB-aKpri«« (Apt 7) i:t4, Bg^<b/«^{b5ftStc 
43V>T'^7'fc*«a-pft5o — TJ, MDf^«aJ2 2-l 

T'aA;'3 ? nfcB^x-^f e,/N -y a; BIS[% if 

oMS(*ffl^^TMDi* %ifiE-rs, :kic. Jtss-aas 

2 3- 1 -pttMD 1 i:MD 1 ' i:^lt<StTM#*^— a 

[0 0 4 33 I^StCLT, MAC 2ttffi^<k:eiJ2 1-2 
fcA^sn. B»-r-^'f4MDf¥jSgt52 2-2f::A*« 



(7) 



1$B3¥ 1 1-308 5 6 4 



11 

n«o s#ftgP2 i-2vim^myt^v 2 0* (cfep, 

ffl V^T M A C 2 ^tt^ffr « C i: {C J; 0 M D 2 ^*fe(R-r 

(ic*-H) ktts f^mt/mmtsmic^Xi^r^T 

[0 0 4 4] -7?. MDf^^gP2 2- 2THiA:tl^ nfc 
MD2' ^r^fig-r*, '>r»C. lt«-S[Si52 3-2T-«M 

D2i:MD2' t^imLxmmti^^Lriit^iatm ^o 

[0 0 4 5] ±f5bftm4|iail}g^k:J:tllf, B^t'- 
S2 0eJaa^^fflr-:5f*fflV^TV^SOT% ^2(D5Scfi[ 

-r- t L ^ isli ? I * if flfi©if 

[0 0 4 6] «TIC, *^^cDm5SISSm«rSiW-r 
So S5j|SgJ^^t4fiBJ;^ff4^-K. PCMC I AA-K 
^©/N- F -i? X 7 fc xm^ L fc-r — >*-9---' ^«rffl V >fe 

[0 0 4 7] :s:s-r-tJ'cjtLTffli/^e.nTV'>s 

* IS A/CD t»-r *^T- feeSf^f 5 i: 5feS$ nfc i: ^ ti 

[0 0 4 8] *||SfiJg^T'«, -r^-v'*-9-->'^«rfflV-S 

[0 0 4 9] 08«m5}|fiSJBftl©'f J<— i^-y-z^i^X 
1 0 7©«^«g^-r0-pfe5, 0lJ*tf0 1 1 icmt 
J:3tc. >'<V3> 1 0 7 - 1 i:. co/^ynv 1 0 7 - 

nc^!gp[^*P CMC 1 AA-H*^6;5:5-l';<-v'*-9- 
-/^l 0 7-2t*^6««*n*o 50 
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[0 0 5 0] JWTK:^5^fil5«ffiO(^««r0 9©7O- 

^^-hik^mLxmmt^o s-r. ^r-ruvi^ws 

S5 7 2«, IB1g!«i**'Jffllgi5 7 l(DU@lC^0mmmW7 
0*^P>. 09© (A) lC^-r<t-9%7*-v-v hcDBIS 

y7-f;v:^fmr^o a6%i>{i. ji-8p«B9 3*^53^ 
0*97 7;gr^>bTjiflsijffligiJ7 8<ommic^>:)mm.mm 

7 7"(';l/?rIR»-r-S (T.xyT'S 1) o C<om^. yy 
^ V >yWagP 7 2 tiS^g^i^prtg^:. -> u tjv^-:/ 
;K S C S K I r D A«OS)^^«SltTfe< C 
T*na5^B*^ p>S^ti:iii®7 7"i';l'^A:'3-r S c t 

*#^tfcii^T-fel^«OS!&«A<»e.nS. :^^tc, MAC 

<^iEgP7 3(±, ^r-ru^-ygaas? 2 ii® 7 r^r 

;l/«rStJ-8JoTMAC 1 *«^|I-r-5 (X7^-y:/S 2) o 

■t^t>-&. yr-fv^'^mmfnii 2itm»yr-(j\^^M 
AC 1 tmrnf-iitic^mL. mac ni«^{bgP7 

SfcA^^n, iii®x-^«MDf^figgP7 6{i:A:ti$n 

■So «^{ba5 7 stti^jggap*^-'; 7 4 iciBitsnfci^ia 

aKpubiic (*;?«^) ^fflV-'Ta^fbLTMD l^rf^jS 

fSo Sfc, MDfP)5ga57 6fi>'N<>'v'aLMia*if©m« 
©MSt^fflV^TMD 1 • ^rf'^^rSo it<5— aai5 7 9 a 

[0 0 5 1] eitffi^txTv^^v^ii^fcti, iaiS7r-f';l/ 

(om^itm^m^m8 2ic^mt£ti. 3.— nid 

^) 8 4«:ffli.^T#a<DjaaoS^*?fo/c:<?. f-^' 
^Ktit^o 8 3(43.— ff 9 1 ill'^^— ^^1 0 7 
fcO:i-if^>^f7x-X-p&«o «8««F<0«ll«i^ 

Sffifegsi5 8 ucia^^nso i^ric mmmmtm^ 

8 1 a. I C K^JffllgP 8 5 <OUm\c J; t) fflA^IIffl 
I C*-K9 2*>P>{iASEffl<D<ffffi*M»tBLTffi« 

[0 0 5 2] ffiifemoHI67r-i';l'i:iffi«®ffiOf'-^f 

ity7^v>-!fmm^7 2i,cm^t\^<ox\ yr-^v^ 
^mms&i 2i,tmmmm(DiMm^m9<D cb) tc^-rj: 

6) o UKUfc^y^^i^s-rsts^^s-rJi^ta. 

09© (C) tC^-rj:3^7*-V-y h-p^^^lt^fc 
®»'N-y^'"Ct2S-rSo 

[0 0 5 3] ^»c. mm^<Dmmyr^fVtm$mB<o 

7'-'$'tii^y7-(V>'!f'^m^7 2*^e.®®7r'f;l'M 
fig|58 6©MDf^flSSP8 7tcA:^StlT/N-;'i'.ai8Sfc% 
if©m^OBia«:ffll'">TMD2*<f^*£*n«o M 
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A Ci^&^S Sim^myi'eV 9 Otta6e.!b>CJ6l2ti* 

MAC 2^f^^-r-l. (X'T^yT'S?) o ^y^%m^8 
9-T?{iC(DMAC 2%09(D (D) T'S^fi^^^* — 

^«:#S-r«1f««:S-rii^tca09(O (E) iC^tH 
■5*7*-^«y ffc%5o MAC 2AWSn^nfei®«7 

mmmm i s o^jspc ± o iifiieiiis 7 7*/)- lt^sp^ 

[0 0 5 4] ±ieLrcll5||fiSflg«lC<fcnif, 
■9-— /^^fflv^sc i^±;l'Oia»7r-i';l/*^e> 

[0 0 5 5] JJiTtC. *5gB^c0^6SIBSm^IttB^-r 

[0 0 5 6] 01 OB-f';^— /'^^rPCtC'OXh 

[0 0 5 7] ^B^SfiJ^MTHiS 1 Otc^-rJC'pli:. M 
A Cf^lSSPS 8 i:, IBfBiiKprh«t. *^8B18$n/-cWfg 
a;^^^U9 0i:*^ /'ti^X-rA 1 0 8€>l*3 

gi5T«%<. 'l';><-s;'-9— m 0 8tc5«tLT«Jlttiffi^ 

I C*-K 1 0 9CDF«ggPfcSttP)nT</->So *fc. I C 
ti~ VUm^S 5 {4. -r;^-i^-9-— /^'>Xt-A 1 0 8© 
ia^7 7"<;l'Hi&ra58 6" ©l*ig|5lciSttP>nT(/>5o 

[0 0 5 8] i^*moil^7r-Y;l/i:iS*«MtO-r-^' 
i:t4iS»7TW;l/MS?fSP8 6' ©MDf^^SPS 7tA:tl 40 
?nT/N>y ->zt i^^DmS^OM»*fflV^TM D 2 *^ 
f^fiit^nSo CtDMD2a I C*-FSiJfflIgP8 5©$!)® 
Kit) I CA-K 1 0 9<DMACf^]5egP8 8lc2|P>n 
?.o MACf^fiScSBS 8(4MD2**gffiliKpriv«« (I 
CA-K) *ffll/^T^^{kLTMAC 2;&{'^fig-rSo CI 
<DMAC2tiI C*-K*i|»g|58 5<D*ijafti:.i; O^-y^'" 

iBSSPs 9K:ase.nTBi9o (d) (e) tcg^r 

M 5 HfiSJBffiOi: ■p tc I c A- K 1 0 9 tcfflASiilfflli 
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[0 0 5 9] iMx.fz'm^mmBw.z^tiif. msuss 

1 c Ko* ^ %aflftgft:S:Eit{««c-e«figb, IS® 

[0 0 6 0] iiiT\z:^mR<omimm^m^mm-r^. 

M7||«(!JBffi«m^{bSMX#-Sgl->XxAtcS8U 

iifiSi 3 (A) \C7TCti^o\c^ ;^-*-li:<fe»3> -ri^ 
^;l/*;><72 2 OW^— ^^-y— ^^2 2 K IC*-K 

2 2 2«^(0SB©£!]gi^(cSII£^tS«li 2 0(cj:t)£ 

[006 1] Sfc. ^gfla»^e(!:S:^(DlSgiJ72: LT 

<Di^UZ;V#^i:WfS5-lirT0 1 3 (B) t^f^gSS 

•9— /^«« 1 1 0 ©gi^sgp 2 0 2 1 .k u tm.m.i^ 2 0 
[0 0 6 2] ^mma^^. -( :^~'J^-f«r)<ikWimSL 

% • mmmm 1 1 1 *^fiBJ^ ^t'f'J^JVij ^ ^ 2 2 0 (C J: 

'2^mifm^2 1 2*^e.^Bos'U7';i/s^*<jHi*jffli 

gi52 1 K ji<i[3iifii2 1 0, 2 0 9, mmvm^2 0 8 
0 A\cmmzt\.^o fmsm2 o 4 

ttSEll©->UT;l/S^lcm-rsi^M»*aiii«»2 0 

3A^e.S!*^mLTMD{tScSP2 0 StcM^o MDf^l^giS 
2 0 5(4/N-y->riM3S^©m^C0B5SSt^ffl(/^TMD^# 
J5£LTMACfffiKg|52 0 6(C)MSo MACf^j^gP2 0 6 

a«KBa?«*u 2 0 7tcfce>s!>^cii>K«*nTv^st{Hfe 

2 0 8, )l{iii]l^2 0 9, ilMfBl«S2 1 0. ilA^iJ^glS 

2 1 1 itit\.x<ikm,mm.m^2 i 2tc3i5o <ikmmfm 

as 2 1 2 {ii8t#L«:^r«^ai:^e©'> u 
mm.mmi'2 1 4tcj3i?.<, ^^as®gi52 i 4«^si.^ 

[0 0 6 3] mmz^ <i^'mmsL'^2 i 2*^e)^iaa<D 

x-^f*^MDf^fi!tei5 2 1 61C, MACj5)^a#{beP2 1 7 
lC^e,n«o MDf^«®2 1 6tt/N-y'>alBa^Om^ 

5o «^{bSi5 2 1 7{4i^gga?<^r'J 2 1 8{Cf2tt«nT 

ffli,^TMAc*«9ftrsci:»cj:t)MD* ^^m.r 

ite?-S(SP2 1 SBMDtMD' iiJ&itfiJL-T-Sl 
•t^ii^^l3H^^*3^U^^^t^o <ic:-e<oMAC<o«s 
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CO 0 6 4] iiis. iiimmv--^'^ 1 1 oicssisnTv^ 

CO 0 6 5] i;(Tfc2^s!W(Dm8iiseij^^*siB^-r^o 
■pas*, K^3><>'h7r-<;Hi-ep*?!t^bfc%&^ 

coo66]*c:-e, msHiffijKffii-efi, ±ie©P5ia* 
mmt stable. 3tfflKr±*;<7coH^^. ^mmmm 

1 4a:*:^©SB8SlflftJg®©«)««:5^-r0T'3&S„ •r 

t) «¥f*«:»#t- c i: t <t t) tf ^nrzmmr=- ^ am 
/hgi53ooK:A:^3*nT, ^m.mm(ot»m&<om»Km 

Co 0 6 7] -?5r, fmmyi'ev 1 otca, 

©T'-^'y t'J 3 0 1 {Cl51i«nfe*p<^@WO-r-^' 40 
t. I C * - KMffligP 4 1 (Dprnic * I? flA^Effl I C 
H 4 0*^6K^*aiL/-cffiA^IIffl©1fffii:*^€>f^fi!t 

C tO^g^g^ffl V M D f^JSKgP 9 T-f^ fiit ^ n^c M D *Bg 
^fbbTMAC^rfffatLT^r-rU^^gagpi 3 (CSS 

tlfc^lSaiOx- 6 fig b ife M A C * ^KH® 7^- 

1 7U:«ff-rSo 50 
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COO681016 (i^flSaJB^tDS^T^- ^yr-(/\^ 

ic-o\,>xmmT^rc!6<D^X'$>^^ mi sic^-r*-? 

T is < o MAC vf^mm&n^^^ 30 2 T'jg^s n/-c, 
astffli»±%«ffi-r sft?»«ox-^'*^e)M A c ^f^fig 

CO 0 6 9] scffltsissfii 1 3-vi±. Mmmw 

SiJffllgC 1 8 (D^miiC * t) Eti!i{* 1 7 P) M A C StJ^ffl 
»x-^'^S?*^tBLT7 7'-l'U><!^gSgPl 9{Cj||So 
7r^''Ji^y«SgB9-p«MAC%«^ftaJ2 UC, pi 
»-7*-a'«:jii»><ty 3 0 3tc3SSo «#{fcSi5 2 1 "Ptt 
i>F^a*fflV^TMA C^M^fk-r^C ilT'MD 1 ^ftfig 

•rsc sfc, 3 0 3icfEiisnftia^T'-^f 

aH»iK/j^gi5 3 0 4 Tm^<oi^/^:^a^?fi|/I^^nfc«, 

M D f^fiEgp 2 2 liljg 6 nr/ N -yi^ n MU^ if om^cOM 
SC%ffl</^TMD 2*^fF^^n«o -S(I±IS95 2 3T-«M 
D 1 i:MD 2 t^lte?-r?.ci:{!:<J:t»li®x-^f*^eScffl 

CO 0 7 0] iXTJcS 1 5^#B8LT*^B^<DSI95ISS 

CO 0 7 1 ] x5^:5';HE8a*><^ 1 1 4 ©{'PffltiifeL 
/■cxi'*^';l/iE8!l*^^ 1 1 2 0{^ffli:lli;T'a&53bV c 

(ommmm-vim&myh • ^sjsp 305 cci-e 
yr^v^'ifwm^i svit. ^'hyayfrnicukc 

*f^*U /hra-ytJ'ftO^-y^''tcMAC*S€iitfo 

MA cn^(ommy T-ovammmwmm^ 1 5 cDSijiai 

So 

Co 0 7 23 m^m. mmoym^f^m^Hi'^mm&ti^'ii' 
s^t^a— tfa, -ggwpc 1 1 5f^X'm$kvy h'^s. 

7 3 0 6 LTtS1il«l* 1 7 A> ^m^m\^tc:t V 

gP3 0 6tcA*-rso 7 7'-i'';>^'maspi 3t?»±. *t 

^mmu mommy T-<Mcu^t^o 
CO 0 7 3] etm^mmmi 1 6{cj:t)3cffl*^*-r?> 
^ (c (i, iBtiiii^ci&jpgis 1 a (ommic a 0 ^mm{*i 1 
7 *^ 6 7 7- u vyifssB 1 9 icmmm^mm^m^m 
fo etffl^35igc3 0 sx'immm^mmiciiLx^&m 
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isms. ^m^±^^-':^-*)—'>^^mML^ji< ti>. =L 

[0 0 7 4] ±ieLfcMf*Wlli6fiJB«fcl±JWTO 10 

1 . * 7 J: »? «¥«:*tl» L T» e, nfcB»x- 3f 

05S{a*eiS3f ^ T^i'* ;HI8!i;^ ^ X -r A T- 36 •=) 

[0 0 7 5] ikmi^m'f—S'^ff^t^fttb<D 

2. Mia^^^asgPtts mmmmy'—$'Km^<Dns^^ 

•r ^ c i: J: 0 BuffiSca^lJPffl ^ ^^tfiKf ^ c ^ 
*^'7S^7.-f-Ao 50 
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4. fjfs^^jaaaJtt, MfB^^^ba^:^ ffiASiEfflf' 
A= 

5. HuteBg^iasgpa, Mte®^7^-^f*^p>. ttmrn^ 

6. tiiS^BASEffl-r-i'RtrtSIBB&^fka^lEIS-rS 

leilSPi:. ijiefflAStEfflf'— :5f*^e)^2cD5JcS*l»]ffl 
•r-5»*f^J«-rsm2<DBg^SiMSPi:«:(i^. CcObuE 

trcii i:«:*f®4:-r*««4ffi«(D7'5^if;HIia*;>«^ 

(.Ypm^m) mAmmmT'—s' tfumtm^fd^i.. m 
*?«5tc«LTsajii&*j«i*( ic*-K^) fciatt 

&^/^ffiA©*;<5*fflv^fc^i^1f^„ SSSlKfBA©SSE 

So 

7. HuffiBg^jasgua, BulBHSiv'-i'fcgiJIHffiiA^II 

fig 4 fS«Oxi^i»;HI»S*P< ^ v'Xv^Ao 
-i'i;fSAKIIffl-r-i'^^*>-)3-/cT'-i'*^6, HulBBg 

^«©<lASSEffl'r-i'coeSaa«r«i39]T-t«o »»#<0 
ffiA^SEfflT^-r^A^KS^nT^tttxff, ffllASEfflv^ 

8. *:>«7lCj:D«^f*i&ffi»UT»e)nf£®»7*-i' 
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So X:^-y:/il^^as^lc{±y-^;l/^:-K 20 

•r 5 d i: T% 7^- 3f (0«#^2S^*S^C?T 3 c *^-t? 

•iEtifcm 1 oBg^{t:atc*^fs-r«M i com^itm.t^& 

7*-ir*3j»f «c:i:*^T*So so 
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1 1. m^mmyr-f/x^wmmt. 7'V9)mmm'y 

MiegiJOBt^fbe^f ett -r 5 i: i: t Mteffl A^EIf 
x-^©ff«*if©flfe©«ltB:S:y 7 h «>xTT*m-rS 

A14!l«:!tt^-r 5 c: i: *^T' # 5o 

1 3. mmmK-nrnt. ^mzmmmzm'&-^if\rzm 

I rDA) . 5iMlll»«r/|-LTg|iK-rsc: 
->VT)l^-y)V. SCSI. IrDA^Oiggg^©!^?-^. 

T\ J1.gpg®*>P)SSfcii^-7r'f;i/*A:^-r-5Ci:*^ 
1 4. SfFlBH^-r-^'fi. »^a©S(,>{cS*Sffia© 
36 D, aOIBHg^ffliaSiSt*. fiOI5«H«l»]ffl7'-i'*f^J« 
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1 5. m^mmT-i'ii. ^«a[cD5vHcs^;g>a?a:cD 

[0 0 7 6] 20 
[02] B^x-^ffCMACAMitin^nSS-PO^Wl* 

[0 3] :i^^m<Dm2mmmmc^^7'i^i')mmi]^ 

[04] 2fi:f!R9©S3SISfi)gfi|lC««xS^^;maS*;>< 
[0 5] a^x- ? iCiBASSEffl'T-:?? t M A C *MitilO 

[06] *%H^t0^4||fiBJgffilC««x-i?^r;l/iiaiApJ 4o 
■7'>XxAO^fiit%5^-r0T-^5o 
[07] H^-r-^'lCMAC 1 SCfMA C 2*V^AD2tX 

[0 8] *%iacom5||SB)gffit«S^'p«-$;-9— /^i/ 
XxAO^lK^rS^N-r 0T'& 5o 

[09] m5||fliiJgft|©f^ffl«riJe?B-r'5fcJ6<D7a-^ 
-V— h"PfeSo 
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[011] f^5mmmm<o-( 3i'-i^v-/'^->7.7-i.<om 

[01 2] ^6|IS{iJ^^O'<:/-S^-9--MS/X7"A©« 

[013] *fi?«©^7 jii6jgfi8icfig5S^ftjeisj» • 
[014] :$^^m(DmsMmmmicmi'fi^itjmmi3 

[0 15] *^BJ0^9j|fifiJg®fC^SxS^if/l/E«!l* 
[01 6] m8||SSje^tc««Bi«7'-if77"r;Hi:o 
[01 7] S9|IS6JBffilj:«5H»x-^'7r'r;Uco 
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JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2 **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim l] The image pick-up section for being the digital of-evidence camera system which 
detects the alteration of the image data which picturized the photographic subject with the 
camera and was obtained, and picturizing a photographic subject, The cipher-processing 
section which creates the data for alteration detection from the image data obtained by the 
image pick-up using the encr5T[>tion key built in beforehand, the camera to provide and the 
alteration detection section which detects whether said data for alteration detection were 
decrypted using the decryption key corresponding to said encryption key, and said image 
data was altered based on the result of this decryption - since - the digital of-evidence 
camera system characterized by becoming. 

[Claim 2] The image pick-up section for being the digital of-evidence camera system which 
detects the alteration of the image data which picturized the photographic subject with the 
camera and was obtained, and picturizing a photographic subject. The cipher-processing 
section which creates the data for alteration detection &om the image data obtained by the 
image pick-up using the encrjrption key built in beforehand, The camera to provide and the 
alteration detection section which detects whether said data for alteration detection were 
decrypted using the decryption key corresponding to said encryption key, and said image 
data was altered based on the result of this decr5T)tion, since - the alteration supervision 
mode as which, as for said camera, said image data detects whether it was altered or not " 
in addition, with the secure mode in which encryption to the image data transmitted to 
said alteration detection section from said camera is performed It has the 
digital-watermarking mode which embeds digital-watermarking data at image data, and 
the normal mode which performs the usual photography without using a security function. 
The digital of-evidence camera system characterized by having the mode selection section 
for choosing the mode of at least one request from these modes. 
[Claim 3] The decr3rption key storage section memorized in accordance with the 1st 
decryption key corresponding to the 1st encryption key generated by equipment 
corresponding to the identifier of a proper, and this identifier. The decr3n[)tion key output 
section which creates the data for alteration detection about said 1st decrj^ption key using 
the 2nd encryption key, and is outputted in accordance with this data for alteration 
detection, and said 1st decryption key, A preparation ********** server and the decryption 
key storage section which memorizes said 1st decrj^tion key acquired firom said decrs^ptibn 
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key server through means of communications etc., Said data for alteration detection 
supplied from said decryption key server through means of communications etc. are 
decrypted using the 2nd decrjrption key corresponding to said 2nd encryption key. the 
decryption key acquisition section equipped with the alteration detection section which 
detects whether said 1st decryption key was altered based on the result of this decryption 
- since - decr3rption key acquisition / registration system characterized by becoming. 
[Claim 4] With the filing Management Department which is the digital image edit system 
into which image data is edited, and does filing management of the image data inputted 
through the image input section while detecting the alteration of image data While 
decrypting the 1st data for alteration detection beforehand given to said image data using 
the decryption key corresponding to the encryption key used when creating this data for 
alteration detection The alteration detection section which detects the alteration condition 
of image data by comparing this the 1st decoded data for alteration detection and said 
image data, To said image data from the edited image data to which various image 
processings were performed by the image editorial department which performs various 
kinds of image processings, and said image editorial department, and the data of the edit 
hysteresis by said image editorial department the renewal section of an image file which 
creates the 2nd data for alteration detection using an encryption key other than said 
encryption key, and adds this to said edited image data - since " the digital image edit 
system characterized by becoming. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to a digital of-evidence camera system, 
decryption key acquisition / registration system, and a digital image edit system. 
[0002] 

[Description of the Prior Art] The photograph analogically recorded on the film and media 
of the former, for example, a camera, and voice are used as what has the certification force 
in a trial etc. By advance of digital technique in recent years, the equipment which records 
an image and voice as digital data has spread. According to such digitization, the 
advantage which does not deteriorate even if it copies and which can be quickly distributed 
using a communication line in which processing and edit of the contents of information can 
be performed further easily is acquired. However, I hear that that processing and edit are 
easy can alter the contents of information easily by one side, there is, and room to suspect 
weight of the evidence as information is produced. Therefore, in order to enable it to use a 
digital image and voice as a piece of evidence, it is required to have the fiinction to prevent 
the alteration of digital data by a certain approach. The camera which has such a 
prevention function is called the digital camera of evidence. 

[0003] In order to realize this digital camera of evidence, it considers applying the 
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electronic signature technique generally used by the communication link etc. Two keys 
used as a pair are used in an electronic signature system. One is called a private key with 
the key for encryption, and another side is called a public key with the key for a decryption. 
It is enciphered using a private key and digital data is decrypted using a public key. 
Although a tropism function is used o.n the other hand in quest of a public key from a 
private key, on the other hand, this thing [ asking for a private key ] is mathematical very 
difficult from the public key conversely with the property of a tropism function. While it 
needs to be severely managed so that no men other than an owner can use a private key by 
any means, generally a public key is exhibited so that anyone can use. 

[0004] The approach of alteration detection is a transmitting side and creates the code first 
called a message digest (Message Digest, following, MD) using a Hash Function etc. from 
the target digital data. If the method of extracting MD from the target digital data is 
exhibited and there are original data, anyone can extract MD. Incidentally, MD has the 
property in which a value changes a lot, when the original digital data differ from the good 
and known property. 

[0005] Next, extracted MD is enciphered using a private key and he is a message 
authentication child (Message Authentication Code, following, MAC) about this. It carries 
out and transmits to the other party with original data. Here, the public key used as a 
private key and a pair shall be certainly passed to the addressee (an addressee may cross 
to the 3rd person's hand that what is necessary is just to surely have obtained the key). 
[0006] In order to investigate that original data are not altered, first, a Hash Function etc. 
is used for a receiving side from original data, and it asks for MD'. Next, MAC is decrypted 
using a public key, MD is calculated, and it investigates whether this MD and MD' are in 
agreement. Even if original data are altered by the 3rd person, since the 3rd person does 
not have a private key, he cannot create MAC which can be decrypted with a public key, 
but becomes a different value from MD and MD\ This shows that original data were 
altered by the 3rd person. 
[0007] 

[Problem(s) to be Solved by the Invention] As described above, in order to detect the 
alteration of digital data, an electronic signature technique is applicable. However, when 
the approach of alteration detection which was described above was adopted as a digital 
camera of evidence, although it did not reveal by any means, conventionally, it was not 
easy to manage this private key on high security level, therefore, as for the private key as 
an encryption key, it was not able to heighten the weight of the evidence of a digital image. 
[0008] Moreover, in the case of an image, there is the need of processing a data 
compression, field logging, insertion of a caption, etc. on the property of data, in many 
cases, but conventionally, by the approach of the electronic signature applied to document 
data, if it changes even when the contents of data are slight, it will be considered that data 
were altered. Therefore, in the conventional electronic signature system, required edit was 
not completed at all on the property of the above image data. 

[0009] The place which this invention is made paying attention to such a technical problem. 
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and is made into the purpose The digital of-evidence camera system which can heighten 
the weight of the evidence of a digital image, and can manage an encryption key on very 
high security level, Decryption key acquisition - It is offering a registration system, and 
even if it edits compression which is further needed on the property of an image, field 
logging, insertion of a caption, etc., it is in offering the digital image edit system which can 
maintain the weight of the evidence of a digital image. 
[0010] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, the 1st 
invention The image pick-up section for being the digital of-evidence camera system which 
detects the alteration of the image data which picturized the photographic subject with the 
camera and was obtained, and picturizing a photographic subject, The cipher-processing 
section which creates the data for alteration detection firom the image data obtained by the 
image pick-up using the encryption key buUt in beforehand, Said data for alteration 
detection are decrypted using the camera to provide and the decryption key corresponding 
to said encryption key, and it consists of the alteration detection section which detects 
whether said image data was altered based on the result of this decrjrption. 
[00 11] Moreover, the image pick-up section for the 2nd invention being a digital 
of-evidence camera system which detects the alteration of the image data which picturized 
the photographic subject with the camera and was obtained, and picturizing a 
photographic subject, The cipher-processing section which creates the data for alteration 
detection from the image data obtained by the image pick-up using the encryption key 
built in beforehand. Said data for alteration detection are decrypted using the camera to 
provide and the decryption key corresponding to said encryption key. It consists of the 
alteration detection section which detects whether said image data was altered based on 
the result of this decryption. Said camera Whether said image data was altered to the 
alteration supervision mode to detect In addition, the secure mode in which encryption to 
the image data transmitted to said alteration detection section from said camera is 
performed, It has the digital-watermarking mode which embeds digital-watermarking 
data at image data, and the normal mode which performs the usual photography without 
using a security function, and has the mode selection section for choosing the mode of at 
least one request from these modes. 

[0012] The 3rd invention is decryption key acquisition / registration system. To equipment 
Moreover, the identifier of a proper. The decryption key storage section memorized in 
accordance with the 1st decryption key corresponding to the 1st encryption key generated 
corresponding to this identifier. The decryption key output section which creates the data 
for alteration detection about said 1st decryption key using the 2nd encryption key, and is 
outputted in accordance with this data for alteration detection, and said 1st decryption key, 
A preparation ********** server and the decryption key storage section which memorizes 
said 1st decryption key acquired from said decryption key server through means of 
communications etc., Said data for alteration detection supplied from said. decryption key 
server through means of communications etc. are decr3rpted using the 2nd decr3nption key 
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corresponding to said 2nd encryption key. It consists of the decryption key acquisition 
section equipped with the alteration detection section which detects whether said 1st 
decryption key was altered based on the result of this decryption. 

[0013] With moreover, the filing Management Department which the 4th invention is a 
digital image edit system into which image data is edited while detecting the alteration of 
image data, and does filing management of the image data inputted through the image 
input section While decrypting the 1st data for alteration detection beforehand given to 
said image data using the decryption key corresponding to the encryption key used when 
creating this data for alteration detection The alteration detection section which detects 
the alteration condition of image data by comparing this the 1st decoded data for alteration 
detection and said image data, To said image data firom the edited image data to which 
various image processings were performed by the image editorial department which 
performs various kinds of image processings, and said image editorial department, and the 
data of the edit hysteresis by said image editorial department The 2nd data for alteration 
detection is created using an encryption key other than said encryption key, and it consists 
of the renewal section of an image file which adds this to said edited image data. 
[00141 

[Embodiment of the Invention] . Hereafter, the operation gestalt of this invention is 
explained to a detail with reference to a drawing. Drawing 1 is drawing showing the digital 
of-evidence camera structure of a system concerning the 1st operation gestalt of this 
invention, and consists of a digital camera 100 of evidence and alteration test equipment 
101. The camera section 50-1 of the digital camera 100 of evidence has the image pick-up 
means 60 which consists of a taking lens 1, an image sensor 2, amplifier 3, A/D converter 4, 
and the signal-processing section 5. The photographic subject image which carried out 
incidence through the taking lens 1 is picturized by the image sensor 2. The electrical 
signal acquired by this image pick-up is amplified by the amplifier 3, and after being 
changed into a digital signal in the A/D -conversion section 4 and performing signal 
processing predetermined in the signal-processing section 5, it is memorized as image data 
in an image memory 6. The image data memorized in this image memory 6 is displayed on 
the image display section 7 if needed. 

[0015] The image data memorized in the image memory 6 is changed into the graphics 
format of criteria, such as JPEG and TIFF, in the file-format-conversion section 8. Thereby, 
the file format by which the data of header information were added to image data is 
created ((A) of drawing 2 ). Next, in MD creation section 9, MD is created by applying 
predetermined functions, such as a Hash Function, to the data of the whole also including 
image data or a header ((B) of drawing 2 ). Next, in the MAC creation section 11, MAC is 
created by enciphering MD using the private key Kprivate (camera) memorized beforehand 
in the private key memory 10 ((C) of drawing 2 ). Next, at the header Records Department 
11, created MAC is stored in an image header ((D) of drawing 2 ). At the filing 
Management Department 13, file management to the image file of the file format created 
by doing in this way is performed. 
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[0016] Such an image file demounts by control of the storage control section 15, and in 
order to detect whether it was altered while having been transmitted through the 
communication line 16 by control of the communications control section 14 while being 
memorized and carried by the possible storage 17 or, alteration detection equipment 101 is 
used. 

[0017] That is, the image file memorized by the storage 17 with which alteration test 
equipment 101 was equipped is read to the filing Management Department 19 by control of 
the storage control section 18. Or the image file concerned is sent to the filing Management 
Department 19 through a communication line 25 by control of the communications control 
section 24. At the filing Management Department 19, an image file is divided into MAC 
and image data (header information other than the image data itself, such as JPEG and 
TIFF, may be included in this image data), MAC is inputted into the decryption section 21, 
and image data is inputted into MD creation section 22. 

[0018] In the decryption section 21, MDl is generated by decrypting MAC using the public 
key Kpublic (camera) memorized beforehand in the public key memory 20. This pubUc key 
Kpublic (camera) and the above mentioned private key Kprivate (camera) are keys which 
serve as a pair in encryption/decryption processing. On the other hand, in MD creation 
section 22, MD2 is generated using predetermined fiinctions, such as a Hash Function, 
firom the inputted image data. Next, in the comparison coincidence section 23, when MDl 
is compared with MD2 and both are not in agreement, it can judge with the image file 
having been altered by the 3rd person. 

[0019] According to the above-mentioned 1st operation gestalt, the data (MAC) for 
alteration detection are created using the encryption key in a camera firom image data, and 
it can check whether image data is altered by writing in this data for alteration detection 
in an image file, for example, the header information of an image. The weight of the 
evidence of the digital image it was presupposed that it was inferior of a digital image by 
this compared with the image conventionally photoed using the film can be heightened. 
[0020] Moreover, by this operation gestalt, although the encryption key for creating the 
data for alteration detection is not revealed outside by any means including a camera user, 
since the encryption key for creating the data for alteration detection is beforehand stored 
in the memory area in a camera, it can manage an encryption key on very [ in hard ] high 
security level. 

[0021] Next, the digital camera of evidence which has various kinds of modes (multimode) 
as the 2nd operation gestalt of this invention is explained. Here, the fiinction of the request 
according to the purpose of using a camera can be set up by equipping a camera with the 
optional feature in the following various modes. Various modes are secure modes which 
encipher an image file here, the usual photography mode in which a security function is 
not used, the alteration supervision mode which gives alteration detection data to the 
photoed image file and the digital-watermarking mode which records the photoed 
copyright information on a photograph on an image file as digital watermarking, when 
saving an image file further at a dismountable storage, or when transmitting an image file 
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[0022] Hereafter, with reference to drawing 3 , it explains to a detail further. What has the 
same reference number as drawing 1 in drawing 3 shall have the same function. In the 
digital camera 102 of evidence which consists of the camera section 50*2 in this operation 
gestalt, a user can choose [ from ] the desired mode among various kinds of modes 
described above in the mode selection section 31. 

[0023] For example, when normal mode is chosen, the image data which picturized the 
photographic subject with the image pick-up means 60, and was obtained is memorized in 
an image memory 6. Especially in this mode, security mode does not work, but format 
conversion is carried out in the file-format-conversion section 8, the image data read firom 
the image memory 6 is sent to the filing Management Department 13, and file 
management is carried out. 

[0024] Moreover, when digital-watermarking mode is chosen, after image data is inputted 
into the digital-watermarking creation section 30 fi-om the file-format-conversion section 8 
and digital- watermarking data are embedded at the image data concerned, it is again 
returned to the file-format-conversion section 8, conversion of a format is performed in it, 
and file management is carried out to it at the fiUng Management Department 13. 
[0025] Moreover, when alteration prevention mode is chosen, after MAC is added to a 
header by the approach described above with reference to drawing 2 , file management is 
carried outsat the filing Management Department 13. 

[0026] Moreover, when alteration detection mode is chosen, detection of the existence of 
the alteration to the image file which it was acquired firom the external device through the 
storage 17 or the communication line 16 (PC, alteration test equipment, etc.), and was sent 
to the filing Management Department 13 is performed. That is, the image data to which 
MAC was added is divided into MAC and image data, image data is inputted into MD 
creation section 33 firom the filing Management Department, and MAC is inputted into the 
decryption section 34. In MD creation section 33, MD is generated using predetermined 
functions, such as a Hash Function, firom the inputted image data. Moreover, the 
decr5rption section 34 generates MD* using the public key Kpublic (camera) memorized by 
the public key memory 35. It judges whether the comparison coincidence section 32 
compares MD and MD*, and is in agreement. When both are not in agreement, it turns out 
that image data was altered by the 3rd person. 

[0027] Moreover, secure mode is used when memorizing image data to a storage. In this 
case, image data is read firom the filing Management Department 13, and it is inputted 
into the encryption section 36. The encryption section 36 enciphers this image data using 
the share key memorized by the share key memory 37, and sends the enciphered image 
data to the filing Management Department 13 again. Then, this enciphered image data 
demounts by control of the record-medium control section 15, and it is written in the 
possible storage 17. 

[0028] Moreover, secure mode is used also when transmitting an image file through a 
communication line. In this case, image data is read firom the filing Management 
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Department 13, and it is inputted into the encrjrption section 36. The encryption section 36 
enciphers this image data using the share key memorized by the share key memory 37, 
and transmits the enciphered image data to external devices (PC, alteration test 
equipment, etc.) through a communication line 16 by control of the communications control 
section 14. 

[0029] According to the above-mentioned 2nd operation gestalt, copyright can be kept by 
taking a photograph by normal mode, when photographing a snap image, and taking a 
photograph in digital-watermarking mode to alteration supervision mode and the image 
which wants to keep copyright, for example, in photoing the thing used as an image of 
evidence. Furthermore, preservation and transmission of data can be carried out to 
insurance by choosing secure mode to photo the high image of confidentiality and transmit 
an image file to insurance. Moreover, it becomes possible by combining two or more modes 
to use one camera for various applications fi:om the above-mentioned efifectiveness. 
[0030] With reference to drawing 4 , the 3rd operation gestalt of this invention is explained 
below. In drawing 4 , the thing of the same reference figure as drawing 1 shall have the 
same function. Moreover, although the configuration in the communication facility of 
drawing 1 and the various modes of drawing 3 is omitted here, of course, you may have 
these fimctions. In the digital camera 103 of evidence which has the camera section 50-3, 
the image data obtained by picturizing a photographic subject with the image pick-up 
means 60 is memorized in an image memory 6. Image data is read firom an image memory 
6 to the file-format-conversion section 8, and it is changed into the graphics format of 
criteria, such as JPEG and TIFF. Thereby, the file format by which the data of header 
information were added to image data is created ((A) of drawing 5 ). 

[0031] The information for personal authentication is read from IC card 40 for personal 
authentication with which the camera section 50*3 was equipped by control of the IC card 
control section 41 to coincidence, and it is inputted into the file-format-conversion section 8, 
and it is recorded as the information for personal authentication shows a header at (B) of 
drawing 5 . Next, in MD creation section 9, MD is created by applying predetermined 
functions, such as a Hash Function, to the whole data or image data, and the data for 
personal authentication ((C) of drawing 5 ). Next, in the MAC creation section 11, MAC is 
created by enciphering MD using the private key Kprivate (camera) memorized beforehand 
in the private key memory 10 ((D) of di^awing 5 ). In addition to the data and the data for 
personal authentication of image header information, at the header Records Department 
12, MAC is stored in an image header. Thereby, in a graphics format as shown in (E) of 
drawing 5 , an image file is saved at the fifing Management Department 13, and file 
management is carried out. 

[0032] Such an image file demounts by control of the storage control section 15, and in 
order to detect whether it was altered while being memorized and carried by the possible 
storage 17, alteration detection equipment 104 is used. 

[0033] That is, the image file memorized by the storage 17 with which alteration test 
equipment 104 was equipped is read to the filing Management Department 19 by control of 
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the storage control section 18. At the filing Management Department 19, it separates into 
the whole data which need an image file to calculate MAC and the above mentioned MAC, 
i.e., the data except MAC, image data (header information other than the image data itself, 
such as JPEG and TIFF, may be included in this image data), and the data for personal 
authentication, MAC is inputted into the decryption section 21, and data required to 
calculate MAC are inputted into MD creation section 22. Furthermore, the data for 
personal authentication are inputted also into the individual humanity news read-out 
section 22. 

[0034] In the decryption section 21, MDl is generated by decrypting MAC using the public 
key Kpubiic (camera) memorized beforehand in the public key memory 20. On the other 
hand, in MD creation section 22, MD2 is generated using predetermined functions, such as 
a Hash Function, from the inputted image data. Next, in the comparison coincidence 
section 23, when MDl is compared with MD2 and both are not in agreement, it can judge 
with having been altered by the 3rd person. 

[0035] Moreover, in the individual humanity news read-out section 42, specification of a 
photography person is performed by reading the data for personal authentication. Here, 
specification of a photography person is meaningful only when it is checked that image 
data is not altered. 

[0036] According to the above-mentioned 3rd operation gestalt, not only the existence of an 
alteration of an image but an image photography person can specify by adding the 
information for personal authentication at the time of the data origination for alteration 
detection of image data. Especially, as information for a photography person^s personal 
authentication, since the data for alteration detection are created firom the data with which 
image data and the data for personal authentication were aligned using said encryption 
key, the alteration of image data and the alteration of a photography person's data for 
personal authentication are detectable with one alteration detection data here. If a 
photography person's data for personal authentication are not altered, a photography 
person can be specified firom the data for personal authentication. 

[0037] The 4th operation gestalt of this invention is explained below. In drawing 6 , the 
thing of the same reference figure as drawing 1 shall have the same function. Moreover, 
although the configuration in the communication facility of drawing 1 and the various 
modes of drawing 3 is omitted here, of course, you may have these functions. In the digital 
of-evidence camera system 105 which has the camera section 50-4, the image data 
obtained by picturizing a photographic subject with the image pick-up means 60 is 
memorized in an image memory 6. Image data is read firom an image memory 6 to the 
file* format* conversion section 8, and it is changed into the graphics format of criteria, such 
as JPEG and TIFF. Thereby, the file format by which the data of header information were 
added to image data is created ((A) of drawing 7 ). Next, in MD creation section 9, MDl or 
MD2 (B [ of drawing 7 /(B)], (B)*) is generated using predetermined functions, such as a 
Hash Function, fi-om the whole data or image data. These MDl and MD2 may be the same. 
MDl is inputted into the MAC creation section 11. In the MAC creation section 11, MAC is 
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calculated using the private key Kprivate (camera) beforehand memorized by the private 
key memory 10, and MACl is created ((C) of drawing 7 ). This MACl is sent to the header 
Records Department 12. 

[0038] On the other hand, MD2 is inputted into IC card 40* for personal authentication 
with which the camera section 50-4 was equipped through the IC card control section 41. 
In IC card40' for personal authentication, MD2 is enciphered using the private key 
Kprivate (IC card) memorized by internal private key memory, and MAC2 is created ((C)' 
of drawing 7 ). This MAC2 is sent to the header Records Department 12 through the IC 
card control section 41. 

[0039] In addition to the data of image header information, at the header Records 
Department 12, MACl and MAC2 are stored in an image header. Thereby, in a graphics 
format as shown in (D) of drawing 7 , an image file is saved at the filing Management 
Department 13, and file management is carried out. 

[0040] Such an image file demounts by control of the storage control section 15, and in 
order to detect whether it was altered while being memorized and carried by the possible 
storage 17, alteration detection equipment 106 is used. 

[0041] That is, the image file memorized by the storage 17 with which alteration test 
equipment 106 was equipped is read to the filing Management Department 19 by control of 
the storage control section 18. 

[0042] At the filing Management Department 19, an image file is divided into MACl, 
MAC2, and image data (header information other than the image data itself, such as JPEG 
and TIFF, may be included in this image data), MACl is inputted into the decryption 
section 21-1, and image data is inputted into MD creation section 22-1. In the decryption 
section 21-1, MDl is generated by decrypting MACl using the public key Kpublic (camera) 
beforehand memorized by public key memory 20'. A public key Kpublic (camera) and a 
private key Kprivate (camera) are keys which serve as a pair in encryption/decryption 
processing. On the other hand, in MD creation section 22*1, MDl' is generated using 
predetermined functions, such as a Hash Function, fi:om the inputted image data. Next, in 
the comparison coincidence section 23*1, when MDl is compared with MDl' and both are 
not in agreement, it can judge with being altered by the 3rd person. 

[0043] Similarly, MAC2 is inputted into the decryption section 21-2, and image data is 
inputted into MD creation section 22-2. In the decryption section 21*2, MD2 is generated 
by decrypting MAC2 using the public key Kpublic (IC card) beforehand memorized by 
pubhc key memory 20'. A public key Kpublic (IC card) and a private key Kprivate (IC card) 
are keys which serve as a pair in encryption/decryption processing. 

[0044] On the other hand, in MD creation section 22-2, MD2' is generated using 
predetermined functions, such as a Hash Function, firom the inputted image data. Next, in 
the comparison coincidence section 23*2, when MD2 is compared with MD2' and both are 
in agreement, a photography person can be specified. 

[0045] According to the above-mentioned 4th operation gestalt, not only the existence of an 
alteration of an image but an image photography person can specify by adding the 
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information for personal authentication at the time of the data origination for alteration 
detection of image data. It is possible to apply especially, the electronic signature used with 
other information systems, such as an electronic mail and electronic commerce, as 2nd 
data for alteration detection, since the 2nd data for alteration detection created with the 
equipment of the camera exterior as information for a photography person's personal 
authentication here is used. Therefore, an infrastructure- [ an electronic authentication 
ofBce, electronic commerce, etc. ] information system and the digital of-evidence camera 
system which was able to take cooperation can also be built. 

[0046] Below, the 5th operation gestalt of this invention is explained. The 5th operation 
gestalt is related with the digital image edit system using the image server constituted 
from hardware, such as a board and a PCMCIA card. Here, in order to simplify explanation, 
the minimum configuration of an image server is assumed. 

[0047] Conventionally, by the approach using the data for alteration detection used to 
document data, it was considered that it was altered when original data were changed, 
even when it was only small. However, about image data, processing of compression, a 
clipping, insertion of a caption, etc., etc. is needed on the property of data in many cases. If 
it is the case of the photograph using a film, only a required part can be burned on printing 
paper, or it is equivalent to describing a comment on the reverse side of a photograph. If 
there is a legal excuse, such processing will not be in charge of an alteration. There is the 
approach of what kind of processing was performed to original image data and recording 
the processing hysteresis as an approach forjudging whether just processing was made. 
[0048] With this operation gestalt, it detects whether it is altered with the hysteresis of the 
performed processing except the image server by using an image server in the image which 
processed the clipping of a field of compression of a part of image data, the addition of a 
caption, etc. 

[0049] Drawing 8 consists of a personal computer 107-1 and an image server 107-2 which 
consists of a PCMCIA card with which this personal computer 107-1 can be equipped, as it 
is drawing showing the configuration of the image server system 107 of the 5th operation 
gestalt, for example, is shown in drawing 11 . 

[0050] An operation of the 5th operation gestalt is explained with reference to the flow 
chart of drawing 9 below. First, the filing Management Department 72 acquires the image 
file of a format as shown in (A) of drawing 9 from a storage 70 by control of the storage 
control section 71. Or the image file concerned is acquired from an external device 93 by 
control of the communications control section 78 through a communication line 77 (step Si). 
In this case, an image file can be easily inputted from an external device by preparing the 
filing Management Department 72 connection terminals, such as a serial cable in which 
direct continuation is possible, and SCSI, IrDA. Moreover, the same efilectiveness is 
acquired even when it has the terminal of network connections, such as Ethernet. Next, 
the MAC verification section 73 receives an image file from the filing Management 
Department 72, and verifies IMACl (step S2). That is, the filing Management Department 
72 divides an image file into MACl and image data, MACl is inputted into the decryption 
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section 75, and image data is inputted into MD creation section 76. The decryption section 
75 is decrypted using the public key Kpublic (camera) memorized by the public key 
memory 74, and creates MDl. Moreover, MD creation section 76 creates MDl' using 
predetermined functions, such as a Hash Function. By comparing MDl with MDl', the 
comparison coincidence section 79 sends the verification result about whether the image 
photoed with the camera is altered after that to the filing Management Department 72. 
[0051] When not altered, an image file is inputted into the image editorial department 93 
from the filing Management Department 72, and image edit by the user using the image 
edit tool 80 is performed (step S3). In this case, the contents of the image file are displayed 
on an image display device 82, looking at this screen, using data entry units (a keyboard, 
mouse, etc.) 84, various kinds of processings are required or a user 91 inputs data. 83 is the 
user interface of a user 91 and the image server 107. The hysteresis at the time of edit is 
recorded on the edit hysteresis Records Department 81. The edit hysteresis Records 
Department 81 reads the information for personal authentication from IC card 92 for 
personal authentication to coincidence by control of the IC card control section 85, and 
records on it into edit hysteresis. The above-mentioned edit is continued until directions of 
an edit halt are issued by the user and decision of step S5 serves as NO. 
[0052] Since the image file after edit and the data of edit hysteresis are sent to the filing 
Management Department 72, the filing Management Department 72 records on an image 
header in a format as shows the information on edit hysteresis to (B) of drawing 9 (step S6). 
In leaving the information which specifies the photoed camera, it also records camera 
information on an image header in a format as shown in (C) of drawing 9 . 
[0053] Next, the image file after edit and the data of edit hysteresis are inputted into MD 
creation section 87 of the renewal section 86 of an image file from the filing Management 
Department 72, and MD2 is created using predetermined functions, such as a Hash 
Function. Next, the MAC creation section 88 creates MAC2 by enciphering MD2 using the 
private key Kprivate of the image server 107 memorized beforehand (image server) in the 
private key memory 90 (step S7). At the header Records Department 89, it records on an 
image header in a format as shows this MAC2 by (D) of drawing 9 (step S8). In leaving the 
information which specifies a camera, it becomes a format as shown in (E) of drawing 9 . 
The image file to which MAC2 was added is sent to the fiUng Management Department 72, 
and after this, it demounts by control of the storage control section 71, and is saved at the 
possible storage 70, or this image file is sent to an external device 93 through a 
communication fine 77 by control of the communications control section 78, and is saved. 
[0054] Since it can check whether what kind of processing was performed from the original 
image file, or the contents of an image have been changed except an image server by using 
an image server according to the above*mentioned 5th operation gestalt, it is not altered 
even if it performs required processing on the property of a data compression or image data 
like field logging. Moreover, when creating the data for alteration detection added to an 
image file after edit by the image server, the user who edited the image can be specified by 
using the data for personal authentication. 
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[0055] Below, the 6th operation gestalt of this invention is explained. The 6th operation 
gestalt constitutes the image server in the 5th operation gestalt from software started on 
PC etc. Here, in order to simplify explanation, the minimum configuration of an image 
server is assumed. 

[0056] Drawing 10 is drawing showing the configuration of the image server system 108 
constituted by installing an image server in PC. Here, only a different point from the 
configuration of the 5th operation gestalt shown in drawing 8 is explained. 
[0057] As the 6th operation gestalt shows to drawing 10 , it is [ the MAC creation section 
88 and ] a private key Kprivate. The memorized private key memory 90 is formed in the 
interior of IC card 109 which can be detached and attached freely to the not the interior but 
image server 108 of the image server system 108. Moreover, the IC card control section 85 
is formed in the interior of renewal section of image file 86' of the image server system 108. 
[0058] The image file after edit and the data of edit hysteresis are inputted into MD 
creation section 87 of renewal section of image file 86*, and MD2 is created using 
predetermined functions, such as a Hash Function. This MD2 is sent to the MAC creation 
section 88 of IC card 109 by control of the IC card control section 85. The MAC creation 
section 88 enciphers MD2 using a private key Kprivate (IC card), and creates MAC2. This 
MAC2 is recorded on an image header in a format as sent to the header Records 
Department 89 by control of the IC card control section 85 and shown in (D) of drawing 9 , 
or (E). In addition, the information for personal authentication is stored in IC card 109 like 
the 5th operation gestalt, and this is read and you may make it record into edit hysteresis. 
[0059] Since according to the above-mentioned 6th operation gestalt in addition to the 
effectiveness of the 5th operation gestalt it constitutes from a storage in which attachment 
and detachment like an IC card of management of an encryption key and processing of 
encryption are free and other fiinctions, such as edit of an image and creation of edit 
historical data, were constituted from software, it has the effectiveness that an image 
server can be built by low cost. 

[0060] The 7th operation gestalt of this invention is explained below. The 7th operation 
gestalt consists of a public key server style and a public key acquisition / registration 
device of alteration test equipment and an image server about decryption key acquisition / 
registration system. For the private key as encryption and the public key as a decryption 
key which are used with this operation gestalt, as shown in drawing 13 (A), it is generated 
by the manufacturer according to the key generation device 120 at the time of manufacture 
of equipments, such as a digital camera 220, and the image server 221, IC card 222, among 
these a private key is built-in to equipment. It is registered. This private key is 
immediately eliminated by insurance and the positive approach after registration. 
[0061] Moreover, a public key is memorized by the record medium 203 by the key 
registration section 202 of the public key server style 110 which equipment is made to 
correspond with the serial number as an identifier of a proper, and is shown in drawing 13 
(B). 

[0062] When performing alteration detection to alteration detection equipment and the 
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image by which public key acquisition / registration device 111 of an image server was 
photoed with the digital camera 220, the serial number of equipment is transmitted to the 
key retrieval section 204 through the communications control section 211, communication 
lines 210 and 209, and the communications control section 208 from the public key 
acquisition section 212. The key retrieval section 204 reads the public key corresponding to 
the serial number of equipment from a storage 203, and sends it to MD creation section 
205. MD creation section 205 creates MD using predetermined functions, such as a Hash 
Function, and sends it to the MAC creation section 206. The MAC creation section 206 
creates MAC using the private key beforehand memorized by the private key memory 207, 
and sends it to the public key acquisition section 212 through the communications control 
section 208, a communication line 209, a communication line 210, and the communications 
control section 211 with a pubUc key. The public key acquisition section 212. sends the 
acquired public key and the serial number of equipment to the public key registration 
section 214. The public key registration section 214 registers a public key and the serial 
number of equipment concerned into the public key memory 213. 

[0063] The data of a public key are sent to MD creation section 216 from the public key 
acquisition section 212, and MAC is sent to coincidence at the decryption section 217. MD 
creation section 216 creates MD from the data of this public key using predetermined 
functions, such as a Hash Function. The decrjTption section 217 creates MD' by decrypting 
MAC using the pubUc key Kpublic of the key management server memorized by the public 
key memory 218 (key management server). The comparison coincidence section 215 detects 
an alteration by whether MD and MD* is compared and it is in agreement. It is the purpose 
that by which the camera obtained by means of communications and the pubUc key of an 
image server were acquired from the just key management server, and that verification of 
MAC here checks whether it is further altered in the middle of the communication link. 
[0064] In addition, you may make it send the pubUc key registered into the public key 
server 110 to a user with safe means, such as mailing. According to the above-mentioned 
7th operation gestalt, the decrj^jtion key of the data for alteration detection is acquirable 
by sending the serial number of equipment to a decryption key (pub he key) server. When it 
follows, for example, a decryption key server can be used from the Internet, the data for 
alteration detection can be acquired even from where among the world based on the serial 
number of a camera. 

[0065] The 8th operation gestalt of this invention is explained below. The 8th operation 
gestalt is related with alteration prevention of a multiplex resolution image. When a 
document file changes a part, a text stops connecting, semantics will change and the 
contents will differ from the original file. Since redundancy of image data is high, even if it 
performs edit of some, such as modification of resolution, to it, a photographic subject can 
be recognized in many cases. Therefore, since being the magnitude beyond the need and 
wanting to drop resolution on the image size at the time of photography and an 
unnecessary part are reflected, in some cases, I want to start only a required part in the 
side using an image. However, the image server for alteration prevention must usually be 
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prepared, an image must be edited in the interior, and MAC must be added again. 
[0066] So, in the 8th operation gestalt, in order to solve the above-mentioned problem, the 
image of an alteration prevention camera is saved in the format holding a multiplex 
resolution image. Drawing 1414 is drawing showing the configuration of the 8th operation 
gestalt of this invention. In the digital of*evidence camera section 112, the image data 
obtained by picturizing a photographic subject with the image pick-up means 60 is 
memorized in an image memory 6. Next, this image data is inputted into the image 
contraction section 300, and is changed into the image of two or more kinds of resolution. If 
the minimum resolution to which a user wants to guarantee an alteration through the 
MAC creation resolution directions section 302 is specified at this time, this will be sent to 
MD creation section 9 through the filing Management Department 13. In MD creation 
section 9, MD is created using predetermined functions, such as a Hash Function. 
[0067] On the other hand, the private key created firom the data of the camera proper 
memorized by the data memory 301 of a camera proper and the information for personal 
authentication read from IC card 40 for personal authentication by control of the IC card 
control section 41 is memorized by the private key memory 10. In the MAC creation section 
11, MD created in MD creation section 9 using this private key is enciphered, MAC is 
created, and it sends to the filing Management Department 13. The filing Management 
Department 13 gathers the image data of two or more kinds of resolution in one file, adds 
MAC created firom the data of resolution with which the above was specified fiirther to the 
image data concerned, and saves by control of the storage control section 15 at a storage 17. 
[0068] Drawing 16 is drawing for explaining the image data file of this operation gestalt. 
As shown in drawing 16 , the conversion to a low resolution from high resolution is 
specified beforehand. MAC is created firom the data of the resolution which guarantees the 
alteration prevention directed in the MAC creation resolution directions section 302, and it 
records on the header or another MAC management file of image data. 
[0069] On the other hand, in alteration test equipment 113, MAC and image data are read 
firom a storage 17 by control of the storage control section 18, and it sends to the filing 
Management Department 19. At the filing Management Department 9, MAC is sent to the 
decrjrption section 21 and image data is sent to an image memory 303. In the decryption 
section 21, MDl is created by decrypting MAC using a public key. Moreover, after the 
image data memorized in the image memory 303 is reduced by the contraction approach 
predetermined in the image contraction section 304, it is sent to MD creation section 22, 
and MD2 is created using predetermined functions, such as a Hash Function, In the 
coincidence comparator 23, it judges whether image data was altered by comparing MDl 
with MD2. 

[0070] With reference to drawing 15 , the 9th operation gestalt of this invention is 
explained below. The 9th operation gestalt holds the image of multiplex resolution, and the 
image of each resolution has the intention of preventing the alteration of the graphics 
format in which the small block of fixed size is stored as a unit. The reason for storing the 
small block as a unit in this graphics format is because some images can be referred to at a 
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high speed. 

[0071] Although the operation of the digital camera 114 of evidence is the same as an 
operation of the above-mentioned digital camera 112 of evidence, while having image 
contraction / division section 305 and creating the image of two or more resolution here, as 
shown in drawing 17 , with this operation gestalt, an image is divided per Brock of fixed 
magnitude. At the filing Management Department 13, MAC is created for every smallness 
Brock and MAC is written in the header for every small block. The image file with MAC is 
memorized by the storage 17 as an original image by control of the record-medium control 
section 15. 

[0072] The user whose whole photographic coverage and resolution of an image are 
unnecessary creates logging of a required part and the image of required resolution firom 
the original image read fi:om the storage 17 within common PC 115 using the edit software 
306 at the time of photography . A user inputs into the image editorial department 306 by 
making the location of a required image part, size, resolution, etc. into the edit parameter 
307. At the filing Management Department 13, the corresponding image block of a location 
is extracted fi-om the corresponding image of resolution, and it saves at another image file. 
[0073] When inspecting an alteration with alteration detection equipment 116, an edited 
image is read firom a storage 17 to the filing Management Department 19 by control of the 
storage control section 18. In the alteration detection section 308, alteration detection is 
performed to an edited image. If MAC added for every small block firom the first is added to 
a file new as it is at this time, even if it will not prepare an alteration prevention image, 
server, a user can perform an editing task called modification of field logging of an image 
or resolution, giving proof nature to an image. Moreover, if it adds the data which recorded 
the procedure of filtering, without changing the pixel value itself in performing filtering, 
such as contrast stretching and smoothing, the guarantee of an original image will be 
attained also about a filtering image. 

[0074] In addition, invention of the following configurations is included in the 

above-mentioned concrete operation gestalt. 

1. Image Pick-up Section for being Digital of-Evidence Camera System Which Detects 
Alteration of Image Data Which Picturized Photographic Subject with Camera and was 
Obtained, and Picturizing Photographic Subject, The cipher-processing section which 
creates the data for alteration detection firom the image data obtained by the image pick*up 
using the encryption key built in beforehand, the camera to provide and the alteration 
detection section which detects whether said data for alteration detection were decrypted 
using the decryption key corresponding to said encryption key, and said image data was 
altered based on the result of this decryption " since - the digital ofevidence camera 
system characterized by becoming. 

(The* operation effectiveness) According to this invention, it can check whether image data 
is altered by creating the data for alteration detection using the encryption key in a camera 
firom image data, and decrypting this data for alteration detection using the decryption key 
corresponding to said encryption key. The weight of the evidence of the digital image it was 
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presupposed that it was inferior of a digital image by this compared with the image 
conventionally photoed using the film can be heightened. 

[0075] Moreover, by this invention, although the encrjrption key for creating the data for 
alteration detection is not revealed outside by any means including a camera user, since 
the encryption key for creating the data for alteration detection is beforehand stored in the 
camera, it can manage an encryption key on very [ in hard ] high security level. 

2. Said cipher-processing section is the digital of-evidence camera system of the 
configuration 1 publication characterized by creating said data for alteration detection by 
enciphering the data obtained by said image data with the application of the 
predetermined function using said encryption key. 

(The operation effectiveness) At least, for change, extent of the alteration to image data is a 
predetermined function (for example, Hash Function) so that it may appear greatly. Since 
the data for alteration detection were created by enciphering to the data applied and 
obtained, the data for alteration detection which can ensure alteration detection can be 
offered, 

3. Said alteration detection section is the digital of-evidence camera system of the 
configuration 2 pubUcation characterized by detecting whether said image data was 
altered by. comparing the data obtained by said image data with the apphcation of said 
predetermined function with the data which decrypted said data for alteration detection 
using said decode key, and were obtained. 

(The operation effectiveness) Since said data for alteration detection are used, alteration 
detection can be ensured. 

4. Said cipher-processing section is the digital of-evidence camera system of the 
configuration 1 pubUcation characterized by creating said data for. alteration detection 
based on said encr3^tion key and the data for personal authentication. 

(The operation effectiveness) Not only the existence of an alteration of an image but an 
image photography person can specify by adding the information for personal 
authentication at the time of the data origination for alteration detection of image data. 

5. Said cipher-processing section is the digital of-evidence camera system of the 
configuration 4 publication characterized by creating the 1st data for alteration detection 
using said encrjrption key, creating the 2nd data for alteration detection using said data for 
personal authentication, setting said 1st and 2nd data for alteration detection firom said 
image data, and considering as said data for alteration detection fi:om said image data. 
(The operation effectiveness) Since it uses as data for alteration detection in accordance 
with the 1st data for alteration detection created fi-om image data, and the 2nd data for 
alteration detection created fi-om a photography person's data for personal authentication 
It is possible to apply said 2nd data for alteration detection like the electronic signature 
used with other information systems, such as an electronic mail and electronic commerce. 
An infirastructure-[ an electronic authentication ofiQce, electronic commerce, etc. ] 
information system and the digital of-evidence camera system which was able to take 
cooperation can also be built. 
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6. Digital of-evidence camera system of configuration 4 publication characterized by having 
had the storage section which memorizes said data for personal authentication, and said 
encryption key, and the 2nd cipher-processing section which creates the 2nd data for 
alteration detection from said data for personal authentication, and constituting said this 
2nd cipher-processing section free [ attachment and detachment ] to said camera. 

( the operation effectiveness ) they be the media ( IC card etc. ) which can be detach and 
attach freely to a camera about the 2nd cipher processing section which memorize the data 
for personal authentication , and an encryption key , and create the 2nd data for alteration 
detection . by having prepare , even when carrying this medium and the camera of others 
who do not use usually be use , the existence of an alteration of the image which the 
individual attested and photoed certainly can be check . 

7. Said cipher-processing section is the digital of-evidence camera system of the 
configuration 4 pubUcation characterized by creating said data for alteration detection 
using said encr3rption key from the data with which said image data and said data for 
personal authentication were aligned. 

(The operation effectiveness) In the case of the approach of creating the data for alteration 
detection using said encryption key, as information for a photography person's personal 
authentication, the alteration of image data and the alteration of a photography person's 
data for personal authentication are detectable with one alteration detection data from the 
data with which image data and the data for personal authentication were aligned. If a 
photography person's data for personal authentication are not altered, a photography 
person can be specified from the data for personal authentication. 

8. Image Pick-up Section for being Digital of-Evidence Camera System Which Detects 
Alteration of Image Data Which Picturized Photographic Subject with Camera and was 
Obtained, and Picturizing Photographic Subject, The cipher-processing section which 
creates the data for alteration detection from the image data obtained by the image pick-up 
using the encryption key built in beforehand, The camera to provide and the alteration 
detection section which detects whether said data for alteration detection were decrjrpted 
using the decrj^Dtion key corresponding to said encryption key, and said image data was 
altered based on the result of this decryption, since -• the alteration supervision mode as 
which, as for said camera, said image data detects whether it was altered or not -- in 
addition, with the secure mode in which encryption to the image data transmitted to said 
alteration detection section from said camera is performed It has the digital-watermarking 
mode which embeds digital-watermarking data at image data, and the normal mode which 
performs the usual photography without using a security function. The digital of-evidence 
camera system characterized by having the mode selection section for choosing the mode of 
at least one request from these modes. 

(The operation effectiveness) By equipping a camera with the optional feature in various 
modes, the function of the request according to the purpose of using a camera can be set up. 
For example, when photographing a snap image, taking a photograph by normal mode and 
photoing the thing used as an image of evidence, copyright can be kept by taking a 
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photograph in digital-watermarking mode to alteration supervision mode and the image 
which wants to keep copyright. Furthermore, preservation and transmission of data can be 
carried out to insurance by choosing secure mode to photo the high image of confidentiality 
and transmit an image file to insurance. Moreover, it becomes possible by combining two or 
more modes to use one camera for various applications firom the above-mentioned 
effectiveness. 

9, Decryption Key Storage Section Memorized in accordance with 1st Decryption Key 
corresponding to 1st Encryption Key Generated by Equipment corresponding to Identifier 
of Proper, and this Identifier, The decrj^tion key output section which creates the data for 
alteration detection about said 1st decr5nption key using the 2nd encryption key, and is 
outputted in accordance with this data for alteration detection, and said 1st decr3i)tion key, 
A preparation ********** server and the decryption key storage section which memorizes 
said 1st decryption key acquired fi-om said decryption key server through means of 
communications etc.. Said data for alteration detection supplied from said decryption key 
server through means of communications etc. are decrypted using the 2nd decryption key 
corresponding to said 2nd encryption key. the decrjrption key acquisition section equipped 
with the alteration detection section which detects whether said 1st decryption key was 
altered based on the result of this decryption - since decrjrption key acquisition ■ 
characterized by becoming Registration system. 

(The operation effectiveness) According to this invention, the decryption key of the data for 
alteration detection is acquirable by sending the serial number of equipment to a 
decryption key server. When it follows, for example, a decryption key server can be used 
firom the Internet, the data for alteration detection can be acquired even fi*om where 
among the world based on the serial number of a camera. 

10. With Filing Management Department Which is Digital Image Edit System into which 
Image Data is Edited, and Does Filing Management of the Image Data Inputted through 
Image Input Section while Detecting Alteration of Image Data While decrypting the 1st 
data for alteration detection beforehand given to said image data using the decryption key 
corresponding to the encrjrption key used when creating this data for alteration detection 
The alteration detection section which detects the alteration condition of image data by 
comparing this the 1st decoded data for alteration detection and said image data, To said 
image data firom the edited image data to which various image processings were performed 
by the image editorial department which performs various kinds of image processings, and 
said image editorial department, and the data of the edit hysteresis by said image editorial 
department the renewal section of an image file which creates the 2nd data for alteration 
detection using an encryption key other than said encryption key, and adds this to said 
edited image data since the digital image edit system characterized by becoming. 
(The operation effectiveness) According to this invention, since the data for alteration 
detection are created in accordance with image data and edit hysteresis, it can check what 
kind of edit processing has been performed to the original image, and can detect further 
whether image edit processing is performed except the system concerned. 
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11. Said renewal section of an image file is the digital image edit system of the 
configuration 10 publication characterized by using said another encryption key for said 
personal authentication information, and creating said 2nd data for alteration detection 
while being able to detach and attach fi:^ely to a digital image edit system and memorizing 
said personal authentication information and said another encryption key. 

(The operation effectiveness) An image server can be built by low cost with constituting 
other functions, such as edit of an image and creation of edit historical data, &om a storage 
in which attachment and detachment like an IC card of management of an encryption key 
and processing of encryption are fi^ee by software. 

12. The digital image edit system of the configuration 9 publication characterized by 
uniting and recording personal authentication information on said edit hysteresis. 

(The operation effectiveness) The person who edited the image can be specified by 
including the information for personal authentication in image data also including the 
data of image edit hysteresis. 

13. Said image input section is the digital image edit system of the configuration 9 
publication characterized by inputting the image data memorized by external storage by 
connecting with said image filing section through direct continuation (a cable, IrDA) or a 
communication line. 

(The operation effectiveness) An image file can be easily inputted firom an external device 
by equipping the image filing section of an image server with the terminal of direct 
continuation, such as a serial cable, and SCSI, IrDA, and the terminal of network 

connections, such as Ethernet. 

14. It is a digital of-evidence camera system the configuration 1 characterized by for said 
image data be multiplex resolution image data which made the group two or more image 
data different mutually [ resolution ] , and memorized it , and said cipher-processing 
section have the selection section which chooses at least one image data which has desired 
resolution out of said multiplex resolution image data in order to create said data for 
alteration detection , or given in ten . 

(The operation effectiveness) By specifying the resolution which guarantees alteration 
detection at the time of record, the user using an image becomes possible [ using a desired 
resolution image without being dependent on the resolution at the time of photography ]. 

15. it be a digital of evidence camera system the configuration 1 which said image data be a 
multiplex resolution image data which made the group two or more image data different 
mutually [ resolution ] , and memorized them , and each image data in said multiplex 
resolution image data be memorize considering the predetermined small block as a unit , 
and said cipher processing section be said small block unit , and be characterize by create 
said data for alteration detection , or given in ten . 

(The operation effectiveness) Alteration detection can be carried out also to the image 
which performed image edit hke a clipping, without preparing the server of dedication by 
adding alteration detection data for every small block. 
[0076] 



20/22 



Japanese Publication number : 11*308564 A 



[Effect of the Invention] According to this invention, the weight of the evidence of a digital 
image can be heightened, the digital of-evidence camera system and decryption key 
acquisition / registration system which can manage an encryption key on very high 
security level can be offered, and even if it edits further compression which is needed on 
the property of an image, field logging, insertion of a caption, etc., the digital image edit 
system which can maintain the weight of the evidence of a digital image can be offered. 
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[Brief Description of the Drawings] 

[Drawing ll It is drawing showing the digital of-evidence camera structure of a system 
concerning the 1st operation gestalt of this invention. 

[Drawing 2] It is drawing showing a procedure until MAC is added to image data. 
[Drawing 3] It is drawing showing the configuration of the digital camera of evidence 
concerning the 2nd operation gestalt of this invention. 

[Drawing 4] It is drawing showing the digital of-evidence camera structure of a system 
concerning the 3rd operation gestalt of this invention. 

[Drawing 5] It is drawing showing a procedure until the data for personal authentication 
and MAC are added to image data. 

[Drawing 6] It is drawing showing the digital of-evidence camera structure of a system 
concerning the 4th operation gestalt of this invention. 

[Drawing 7] It is drawing showing a procedure until MACl and MAC2 are added to image 
data. 

[Drawing 8] It is drawing showing the image server structure of a system concerning the 
5th operation gestalt of this invention. 

[Drawing 9] It is a flow chart for explaining an operation of the 5th operation gestalt. 
[Drawing 10] It is drawing showing the image server structure of a. system concerning the 
6th operation gestalt of this invention. 

[Drawing ll] It is drawing showing the example of the image server structure of a system 
of the 5th operation gestalt. 

[Drawing 12] It is drawing showing the example of the image server structure of a system 
of the 6th operation gestalt. 

[Drawing 13l It is drawing showing decryption key acquisition / registration structure of a 
system concerning the 7th operation gestalt of this invention. 

[Drawing 14] It is drawing showing the digital of-evidence camera structure of a system 
concerning the 8th operation gestalt of this invention. 

[Drawing 15] It is drawing showing the digital of-evidence camera structure of a system 
concerning the 9th operation gestalt of this invention. 

[Drawing 16] It is drawing for explaining the image data file concerning the 8th operation 
gestalt. 

[Drawing 17] It is drawing for explaining the image data file concerning the 9th operation 
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gestalt. 

[Description of Notations] 

1 " Image pick-up lens, 

2 " Image sensor, 

3 Amplifier, 

4 " A/D-conversion section, 

5 - Signal-processing section, 

6 " Image memory 

7 - Image display section, 

8 - File "format-conversion section, 

9 " MD creation section. 



lo- 


Private key memory, 


ll - 


MAC creation section, 


12 " 


Header Records Department, 


13 - 


FiUng Management Department, 


14- 


Communications control section. 


15 - 


Storage control section, 


16 • 


Communication line. 


17 " 


Storage, 


18" 


Storage control section. 


19 • 


Filing Management Department, 


20- 


Public key memory. 


21 - 


Decryption section, 


22 - 


MD creation section. 


23- 


Comparison coincidence section. 


24- 


Communications control section. 


25 - 


Communication line, 


50-1 


-- Camera section, 


60- 


Image pick-up means. 


100 


• Digital camera of evidence. 


101 


- Alteration test equipment. 
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